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Spitfire Firewall as
a Service (FWaaS)

Spitfire provides market leading MPLS Wide
Area Networks and Ethernet Circuits.
FWaas is deployed in the Spitfire core

network as an integral part of
these services. What better
way to protect your local
network than with a

feature rich, highly

secure firewall

service managed

by network

experts?
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4 [Panthera tigris]
A Tigress will be fiercely protective of her cubs and will not hesitate to attack in the event of any threat. Spitfire’s FWaaS
utilises Unified Threat Management to protect your network from a diverse range of cyber threats.

What is FWaaS? Why choose Spitfire?

FWaas delivers feature rich Unified Threat
Management (UTM) capabilities as a fully managed
service, all for a simple monthly service fee.

Features include:

+ Advanced Management Features
Antivirus

«  Application Control

+  Web Content Filtering

+  Email Filtering

* Intrusion Prevention System (IPS)
VPN Connectivity

Our FWaas is based on Fortinet's market leading
FortiGate platform, delivering best of breed network
security.

Spitfire have deployed this technology in the core

network to maximise performance and resilience.

FWaas is backed by 24x7 support and 100% target
uptime to deliver an ‘always-on’ service.

FWaas includes a comprehensive management portal
to give you visibility of your network and manage
users’ Internet access as well as inbound Internet
borne threats.
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Key Benefits

@ COST EFFECTIVE
Adopting a service model for IT systems is * Enterprise class functionality
commonplace due to the associated flexibility, + Resilient firewall deployment
scalability and low up-front costs. Ethernet from £200 per month
circuits and WAN services like MPLS have | No specialist hardware
generally always been supplied on a similar, " : No additional licenses required
rental model, so FWaaS is a logical ‘
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step to avoid capital and technical | & Wi j‘*f" 7
investments of purchasing £ : 2 A R

firewall hardware. < ENTERPRISE CLASS SECURITY

Advanced Unified Threat

Spitfire’s FWaas delivers the Management security

technical benefits of a market &
leading firewall solution
coupled with the commercial
and operational benefits of u
a service model. The result is , - 7 v
an effective, feature rich security % i
§o|utlon that requires minimal tgchnlcal A G A
input and manageit o8 ongplng Sup . %4 , * No specialist technical skills
from the customer on an ongoing basis; = b required
delivered for a fixed monthly rental. ';1 % 5 + Seamlessly deployed at your
> F. 227 Internet gateway
* Ready to use from day one

Who is FWaaS for? * Intuitive management portal

Protects against Viruses, DDoS,
hacks and Malware

Manages users’ Internet usage

%

Firewall as a Service is suitable for customers
with Spitfire Ethernet circuits or MPLS Wide Area
Networks. e

When deployed on the perimeter of an MPLS
network, Internet access from all customer sites
is consolidated into a single platform, supporting
a company-wide security policy via a single
administration portal. Security related costs

are reduced and administrative processes are
simplified.

For customers with a single Ethernet circuit, the service provides a feature rich, enterprise grade
firewall solution that is simple to manage yet cost effective when compared to an on-premise
deployment.

Spitfire will set up your FWaaS to meet your individual requirements based on best practice for
firewall configuration.
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